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Data Protection by Design (DPbD)
Art. 25(1) of the GDPR
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What the GDPR says…

• “Taking into account the state of the art, the cost of implementation and 
the nature, scope, context and purposes of processing as well as the risks 
of varying likelihood and severity for rights and freedoms of natural 
persons posed by the processing, the controller shall, both at the time of 
the determination of the means for processing and at the time of the 
processing itself, implement appropriate technical and organisational
measures, such as pseudonymisation, which are designed to implement 
data-protection principles, such as data minimisation, in an effective 
manner and to integrate the necessary safeguards into the processing in 
order to meet the requirements of this Regulation and protect the rights of 
data subjects”.

• This also has to do with system producers/developers (see Recital 78)
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Relevant Challenges

• A “generic” obligation: No specific measures are implied
• The chosen measures and safeguards should be specific to the 

implementation of data protection principles into the particular processing in 
question

• Decisions should based on:
• State of the art
• Cost of implementation
• Nature, scope, context and purpose of processing
• Risks for rights and freedoms

• Time aspect
• From the beginning and during the processing

Implementation of data 
protection principles
(in an effective way)

By Design!!
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Main elements

• Proactive – not reactive

• Embed privacy into the design process

• Not only security aspects!
• Much broader than “security-by-design”
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Effectiveness - heart of DPbD

• Implement the principles in an “effective manner” 
• implement measures and  safeguards to  protect  data protection principles
• Each implemented  measure should produce  the  intended  results for  the 

processing 
• The measures  and  safeguards should  be  designed  to be robust and the  controller 

should be  able to implement further measures in order to scale to any increase in 
risk

• Controllers should be able to demonstrate that the principles have been 
maintained.

• Documentation of the implemented technical and organizational measures.
• Appropriate key performance indicators (KPI) to demonstrate the effectiveness. 

• Quantitative, such as the percentage of false positives or false negatives, reduction of complaints, reduction of 
response time when data subjects exercise their rights;  or

• Qualitative, such as evaluations of performance, use of grading scales, or expert assessments. 
• Alternatively, controllers may be able to demonstrate the effective implementation of the principles by 

providing the rationale behind  their assessment of the effectiveness of the chosen measures and safeguards

.
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Why is DPbD important?

• If not implemented or implemented incorrectly:
• “Wrong” decisions on the processing may be taken 

• Yielding issues in terms of (effectively) fulfilling personal data 
protection principles

• Mitigating measures may be impossible or with high cost
• A (total?) re-design may be necessary
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Non only for data controllers…

• Processors  and producers - Key enablers for DPbDD
• Should be aware that controllers are required to only process personal data with 

systems and technologies that have built-in data protection
• Should use their expertise to build trust and guide their customers, including SMEs, 

in designing /procuring solutions that embed data protection into the processing 
• The design of products and services should facilitate controllers’ needs
• Should play an active role in ensuring that the criteria for the “state of the art” are 

met, and notify controllers of any changes to the “state of the art” that may
affect the effectiveness of the measures they have in place.

• Producers should strive to demonstrate DPbDD in the life-cycle of their development 
of a processing solution. 

• Controllers, processors and producers, should consider their obligations to provide 
children under 18 and other vulnerable groups with specific protection in complying 
with DPbDD

14/04/2022



Possible stakeholders and roles

• System engineers: In charge of design and development

• Security managers/officers: In charge of network and 
systems/applications security

• Data Protection Officer: Independent consulting from a data 
protection point of view

• Project managers: Senior executive in charge of development

• End users: Users of the system performing personal data processing

• Data subjects
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Software development with Data 
Protection by Design and by Default

Training:  Important data protection  topics
Requirements: measures needed to ensure data protection and security, 
the tolerance levels the organisation should set for data protection and 
security, and the need to assess both security risks and data protection 
implications.
Design, data oriented and process oriented design requirements. Threat 
modelling and an analysis of the attack surfaces.
Coding : use of approved tools and frameworks, disabling unsafe functions 
and modules, and regularly carrying out static code analysis and code 
review.
Testing: test whether data protection and security requirements are 
implemented properly
Release, incident response plan, security review, release approval
Maintenance: prepared to respond to incidents, personal data breaches, 
faults and attacks, and be capable of issuing updates, guidelines, and 
information to users and those affected by the software

https://www.datatilsynet.no/en/about-
privacy/virksomhetenes-plikter/innebygd-
personvern/data-protection-by-design-and-by-
default/?print=true

Norwegian Data Protection Authority14/04/2022

https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-personvern/data-protection-by-design-and-by-default/?print=true


Some (early) approaches

• Kung, 2014
Depending on the context/purpose
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Some (early) approaches

• Hoepman, 2014

Depending on the context/purpose 

• Splitting data bases (e.g. through pseudonyms)

• Platform for privacy preferences
• Layered approach for information (no large texts)
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Data Protection by Default
Art. 25(2) of the GDPR
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Why is data protection by default 
important?

• When designing IT systems or IT-based services, the default settings, 
are of vital importance

• Recognizing the role of the default settings, the GDPR introduces a 
relevant obligation to data controllers: “The controller shall 
implement appropriate technical and organisational measures for 
ensuring that, by default, only personal data which are necessary for 
each specific purpose of the processing are processed. That obligation 
applies to the amount of personal data collected, the extent of their 
processing, the period of their storage and their accessibility. In 
particular, such measures shall ensure that by default personal data 
are not made accessible without the individual's intervention to an 
indefinite number of natural persons”.
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By default vs. by design

• The obligation for data protection by default is closely interlinked with 
the one on data protection by design 

• It might be perceived only as a substantiation of data protection by 
design 

• However, the task of selecting and implementing the default settings 
has its own specific significance and challenges. 
• Choosing the defaults is not trivial, even with security and data protection by 

design in mind
• It requires an assessment of the necessity for each purpose of the processing, 

balanced with other equally important requirements, such as usability and 
expected behaviour of the system or service 
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Thank you for your participation!
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