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Q/ Pretty Good Privacy (PGP)

* Invented by Phil Zimmerman

* Available for any platform
* GPG: http://www.gpgdwin.org/ (Gnu Privacy Guard)
* The same design principles with the GPG

* Implements several known cryptographic algorithms
(AES, RSA etc.)



http://www.gpg4win.org/
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Lt PGP

* PGP (Pretty Good Privacy)

* The users are able to “sign” the public keys of the other users, once they are sure for
their identities

* Hence, each useris a CA
e Users trust a public key that is being found on a public PGP key server if it has been
signed by another user who is trusted
* The PGP software is a nice option for encrypting files or e-mails
 Its main version it not currently free
* Provided by Symantec

* Instead: GPG (free application), OpenPGP
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( ~ PGP Operation — Authentlcatlon

e Sender creates a message
* SHA-2 used to generate the hash code of message

* The hash code is encrypted with RSA using the sender's private
key, and result is attached to message

* The receiver uses RSA with sender's public key to decrypt and
recover hash code

* Receiver generates new hash code for message and compares
with decrypted hash code, if match, message is accepted as
authentic
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( ~ PGP Operation — Confldentlahty

* The sender generates message and random 256-bit number to
be used as session key for this message only

e uses random inputs taken from previous uses and from keystroke
timing of user

* The message is encrypted, using AES with session key

* The session key is encrypted using RSA with recipient's public
key, then attached to message

* The receiver uses RSA with its private key to decrypt and
recover session key

* The session key is used to decrypt message
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Qf’j PGP Operation — Confldentlahm
o Authentication

* uses both services on same message
* create signature & attach to message
* encrypt both message & signature
* attach RSA encrypted session key

* By default, PGP compresses message after signing but
before encrypting

* uses ZIP compression algorithm
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A diagram of PGP operation
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- IPSec

Protocol for “forcing” security in the Internet Protocol (IP) level
Being determined in a set of RFCs (2401/2402/2406/2408)

Ensures
e Authentication
* Confidentiality
* Key management

All these are being implemented into the IP packets, so any higher-level
applications (mail, file transfer) may rely on this lower-level security

Applications
» Setting up a secure Virtual Private Network (VPN) over the Internet or over a public WAN
e Less cost for the organization than using leased lines for a private network

* Remote users (employees / external workers) may securely connect to the organlzatlon S
—_network
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“e An [PSec case
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(2) Virtual Private Networke

VPNS

* A safe and encrypted connection over a less secure network,
such as the public internet.

* A VPN works by using the shared public infrastructure while
maintaining security features (confidentiality, integrity,

authentication) through security procedures and tunneling
protocols

* Desired goals
* Security
~* No degradation in QoS
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Virtual Private Networks

Office 1 Office 2
I Leased line !

//\

Office 3
(a)

Office | Firewall Internet Office 2

Tunnel

Office 3
(b)

(a) A leased-line private network. (b) A virtual private network
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What is a tunnel

* The virtual connections are
being implemented by creating
“special” IP packets. By these

Tunnel Endpaints

Transit

Header

Internatwork HHH“”HHHHH means ) d SO-Ca | | e d t unne | i S

being built (the network in
which these special secure
Tunne packets are being sent)

Tunneled
Payload

12



To £pyo xpnuatodotrOnke amnod to

— s * * . '
: : Mpoypappa Alkatwparta,
é) * & lootnta kat IBayévela 2014-2020
\ * 4 * B
\ ™n¢ Evpwnaikng Evwong
(2 .1
byuew_(m//'

. Benefits of IPSec

* |IPSec provides strong security that can be applied to all traffic
crossing the network perimeter

* [PSec is below the transport layer (TCP/UDP) and, thus, is
transparent to applications
* There is no need to change software on a user’s system when IPSec is
implemented in a router
* IPSec can be transparent to end users
* There is no need to train users on security mechanisms or revoke
material when users leave the organisation

* |IPSec can provide security for individual users if needed
« Useful for offsite workers
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Encapsulation in TCP/IP
Application Layer-

}
Transport Layer -
(TCP, UDP) |

(1P)
}
Layer

* IPSec defines a new set of headers, which are being attached to the original IP packets;
thus producing "new" IP packets in such a way that security requirements are met
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- Basic IPSec functionalities

* Two protocols (each of them has its own headers):
* The Authentication Header (AH) Protocol,
* The Encapsulating Security Payload (ESP)

* The AH protocol provides source authentication and data integrity, but not
confidentiality.

* The ESP protocol was designed after the AH protocol was already in use. ESP does
whatever AH does with an additional functionality: confidentiality.

* |PSec supports both IPv4 and IPv6

* Known cryptographic primitives are also used:
* Diffie-Hellman key exchange algorithm
* AES or other block ciphers for encryption
e Hash functions for message integrity
~* Digital certificates for validating the public keys




" IPSec modes of operation

* Transport Mode:

Initial IP packet

Transport Mode
protected packet

- Tunnel Mode (especially in VPN set-ups):

Tunnel Mode
protected packet

IP TCP Data
Header Header
IP IPSec TCP Data
Header Header Header
protected
New IP IPSec Original IP TCP Data
Header Header Header Header

protected
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- Transport Mode >
* Tunnel mode: - Transport mode:
* Between gateways » For end-to-end security (e.g. Client-

(routers/firewalls) server applications).

In both modes, either AH or ESP can be used (thus resulting in 4
possible combinations)
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IPSec in transport mode
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Transport mode

Transport layer | Transport layer payload

v

IPSec layer | IPSec-H IPSec-T H header
,l, T: trailer

Network layer [P payload H: header

Network-layer
Transport layer packet | — Transport layer
| jr | - 1 ]
-%F- [PSec layer . —> B [PSec layer
| Virtual communication | 4
| | Network layer at the network layer L I Network layer

19



To épyo xpnuatodotr@nke and to
* * Npoéypappa AlKaLwuata,
> * lootnta kat IBayévela 2014-2020

|PSec in tunnel mode

byDesign

Application Data Ag00UEVD QO TO CVOTEPO. EMUTEOH
Transport TCP Data [Tinpooopies transport layer Y
Header end-to-end emxonvovia
e IcP Data L o
Header Header EVGOUAGTEOGT TAPORORICY OIKTUOD —

IP Laver processing

P TCP Data To IPSec mpoototevel To datagram

Header Header
Network
ESP/AH IP TCP Data ESP To IPSec E':pu.pyt‘r;‘_' et
Header Header TRL ESP 1) AH mpmtono/iio /

P ESP/AH IP TCP Data ESP TC_* IPSec 5]]}[101:1@'5{
Header Header Header TRL veo [P emwepuiion

IP ESP/AH IP TCP Data ESP To TuKéTo
Header Header Header TEL SOV TGOV DMD}-.':I"JEITUI ‘ /

20



To épyo xpnuatodotr@nke and to
Npoéypappa Alkatwuata,
lootnta kat 18ayévela 2014-2020
™¢ Evpwnaikn¢ Evwong

byDesign

Tunnel mode

Network layer QUZs! [P payload
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Application layer Application layer
Transport layer Transport layer
[PSec layer Network layer
Network layer [PSec layer
Transport Mode New network layer
Tunnel Mode
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A comparison

 Tunnel mode: Gateways (routers) act as IPSec proxies, namely the user’s
operating system does not need any special software. Moreover, it
provides security against traffic analysis, since the initial IP addresses are
encrypted. However, it requires more computational cost than the
transport mode.

* Transport mode: Less computation cost, since only a few more bytes are
being added. Moreover, since the gateways “see” the initial
source/destination IP addresses, routings based on desired QoS can be
performed. A drawback is that traffic analysis is now achievable.




