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ENISA Report: Pseudonymisation 
techniques and best practices

• Focus on Techniques and Best Practices
in Real-World Application Scenarios

• Terminology

• Scenarios

• Adversary Models

• Techniques

• Application Scenarios

• IP Address pseudonymization

• E-Mail Address pseudonymization

• Pseudonymization in practice (discussion of 
complex cases)

In relation with the 

desired «goals» of the 

pseudonymisation
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General pseudonymisation goals

1. Hiding identities (related to confidentiality)

Mary Adams Female 23

John Brown Male    26

Anna Frank  Female  32

Tom Hill     Male    42

. . . .

1  Female 23

2 Male    26

3  Female  32

4  Male    42

. . . .

• Both goals are actually also related to 

the data minimization principle

• Be careful with the “confidentiality”: 

The pseudonymised data are not 

encrypted data (see next)

• Note that, in some cases, 

pseudonyms need to “carry” some 

information (i.e. increasing usability –

see next), despite the fact that the 

identities should remain hidden

Mary Adams Female 23

John Brown Male    26

Anna Frank  Female  32

Tom Hill     Male    42

. . . .

Mary Adams   Engineer

Alex Dawn Doctor

Elena Johnson Lawyer

Giles Cook Teacher

. . . .

1  Female 23

2 Male    26

3  Female  32

4  Male    42

. . . .

X  Engineer

Y  Doctor

Z  Lawyer

W Teacher

. . . .

2. Unlinkability
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General pseudonymisation goals (Cont.)

3. Verification of the identity (related to integrity)

Mary Adams EA2C1C52424CA8B645A3BD250350421F 

Mary Edams 0A0FF77F292CA7B2C9B643548D8AB436

Mary Adams EA2C1C52424CA8B645A3BD250350421F 

Summarizing: Pseudonymisation in relation to general data protection goals

M.Hansen, M. Jensen, and M. Rost, “Protection goals for privacy engineering”, 2015 
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Pseudonymisation ≠ Encryption

• Encrypted data are unintelligible to anyone not having the decryption key (which inverses the 
encryption)

• Not even statistical analysis can be performed on encrypted data

• In general this is not the case in pseudonymisation

• Hence, the difference between pseudonymisation and encryption is obvious

• However, appropriate use of cryptography may give rise to “good” pseudonymisation
techniques…

• The secret key could coincide with the “additional information needed for re-identification”

Initial data Encrypted data 

Encryption key
Mary Adams Female 23

John Brown Male    26

Anna Frank  Female  32

Tom Hill     Male    42

. . . . 

. . . .

hIwDY32hYGCE8MkB

A/wOu7d45aUxF4Q0R

KJprD3v5Z9…

6



Terminology - Roles
• What roles are involved in a classic pseudonymization scenario?

How are they named?

➔ «Pseudonymization Entity», «Adversary»

• How do these roles relate to the roles of GDPR?

➔ «Data controller», «Data subject», “Data processor»

• Encryption is associated with a «secret key», but what is the «secret
thing» of pseudonymization?

• Related with the additional information needed for re-identification

➔ «Pseudonymization secret»
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Scenarios
Scenarios 1-3: Data controller coincides with the pseudonymisation entity 

– i.e. the entity that actually performs pseudonymisation

Scenarios 4-6: Data controller does not coincide with the pseudonymisation entity 
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«Special» scenarios: Scenario 5

• Preceeding Trusted Third Party 

• Trusted Third Party = Pseudonymization Entity

• Joint controllers??

Scenario 5

9



«Special» scenarios: Scenario 6

• The whole process is «governed” by the data controller

• Useful in cases that the data controller should not know the original identities

• E.g.: The ID of an electronic ticket for public transportation, uniquely constructed by a 

owner‘s passphrase  (only the owner of the ticket knows the passphrase)

Scenario 6
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Pseudonymisation policies
1. Deterministic pseudonymisation

• The desired purpose of the pseudonymisation actually determines the policy that is preferable

• Deterministic pseudonymisation allows “tracking” of an individual within a database (more 

usability but also, probably, more data protection risks)

2. Randomized pseudonymisation
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Pseudonymisation techniques

• Pseudonymisation secret = Mapping table

• Simplicity

• Scalability issues
• Especially in deterministic pseudonymisation

• The counter-based pseudonyms may generally allow for some information extraction and/or 
prediction 

• (e.g. consider consecutive University students addresses, stud790@universityA.edu, 
stud791@universityA.edu etc.)

“Hiding” everything Keeping information on domains

1. Counter / Random Number Generator (RNG)
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Pseudonymisation techniques

2. Cryptographic hash function

Hash function 
(e.g. SHA-1, 

SHA-2,SHA-3)

0f9fcf7055408935673f4e3e
229142f49479e2a9

Hash function 

(e.g. SHA-1, 

SHA-2,SHA-3)

f15308f87bbc569fc41c518e
abf77bd3b8e3aa2d

Pseudonym (Hashed value)

alice@abc.eu

E-mail address

alice@abc.edu

People believe that hashing is a nice pseudonymisation technique. But…
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2. Cryptographic hash function (Cont.)

Hash function 
(e.g. SHA-1, 

SHA-2,SHA-3)

0f9fcf7055408935673f4e3e
229142f49479e2a9

Pseudonym (Hashed value)

????

E-mail address

The adversary can easily verify whether any of the pseudonyms in the pseudonymised list 
corresponds to alice@abc.eu
• Simply computes the hashed value of alice@abc.eu and checks…

• Actually, in such a scenario there is no pseudonymisation secret...
• The only “secret” is the input domain
• The size and the «predictability» of the input domain highly affects the level of 

protection (identity hiding) that a hash function provides as a pseudonymisation
technique
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3. Cryptographic hash function with key (Message Authentication Code – MAC)

Hash function 
(e.g. SHA-1, 

SHA-2,SHA-3)

7A3A6357A64F50EAC3DDE
56DC6238E50DF70A9EE21A
08CE376CD93A8048CB347 

Pseudonym (Hashed value)

alice@abc.eu

E-mail address

Secret key

• Pseudonymisation secret = Secret key

• Deterministic or randomised pseudonymisation, based on whether the secret
key is fixed or not

• High protection on «hiding» the initial identifier (once the key remains secret)

• High scalability

• But.. restrictions even for the pseudonymisation entity
• Knowledge of the pseudonym and the pseudonymisation secret does not allow direct

estimation of the initial identifier
• However, given an identifier, it can be easily checked which is its corresponing pseudonym
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4. Encryption – the deterministic case 

Symmetric 

encryption 
(e.g. AES)

2E05B5F8AD899B2F0BA5B8
E5B14E112F4DBDF0983A2C

5890A41457D6FC115DA4

Pseudonym (Encrypted value)

alice@abc.eu

E-mail address

Secret key Κ

• Pseudonymisation secret = Secret key (the same for decryption)

• Deterministic pseudonymisation, for fixed secret key

• High protection on «hiding» the initial identifier (once the key remains 
secret)

• High scalability

• No restrictions for the pseudonymisation entity
• Knowledge of the pseudonym and the pseudonymisation secret allows direct

estimation of the initial identifier

16

Pseudonymisation techniques



4. Encryption – the probabilistic case 

Asymmetric 

encryption 
69104cc7f96065e68bd3cc5

3e61381c45cc65d7a

Pseudonym (Encrypted value)

alice@abc.eu

E-mail address

Encryption Κ

Asymmetric 

encryption 
4a2cc561af0823d1eca28b9

0d10ea7495bab1a8f

Pseudonym (Encrypted value)

alice@abc.eu

E-mail address

Encryption Κ

Random data X 

(not needed for decryption)

Random data Y 

(not needed for decryption)

• Pseudonymisation secret = Decryption key (different from encryption key)

• Randomised pseudonymisation 

• Other pseudonymisation benefits similar to deterministic encryption are also present
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